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ABSTRACT 
 
 
 
In today’s world, designer of a watermarking system had to constantly faced with 
determined attacks to remove copyright information from a watermarked cover image.  
Due to these attacks, a watermark could be seriously corrupted and not detectable 
anymore or the watermark could be so noisy that it’s proof of ownership is 
questionable. Many redundant watermarking systems have been proposed to address 
these problem. However, they are not designed with adequate redundancies to protect 
the watermark, and existing metrics merely disregard noisy watermarks for proof of 
ownership. In this thesis, a new watermark redundancy using Sudoku watermarking is 
proposed. In Sudoku watermarking, an 81-digit Sudoku “serial” numbers are 
embedded into a cover image.  These numbers are represented in the form of series of 
small image tiles, constructed from a given watermark.  The 81 tiles were divided into 
halves or more and hidden into the cover image using multiple schemes (composite 
schemes) that would complementarily protect the watermark from different attacks.  
During retrieval process, the image tiles are converted back to its Sudoku number.  
Due to attacks, some numbers may be missing.  However, as other numbers will likely 
remain protected due to the composite schemes, these missing numbers can be 
regenerated back to its full Sudoku key by using a Sudoku solver. As a result, the 
image tile usage, the composite schemes and the Sudoku solver collaboratively enable 
verification of watermark for noisy and missing watermark.  Using the classic 9 × 9 
Sudoku puzzle, the proposed approach has been implemented and tested with Salt and 
Pepper, Cropping, Gaussian, compression, Poisson, speckle, low pass filter, high pass 
filter and contrast attacks on standard test images.  The approach is found to be able to 
improve detection by 19% as compared to existing methods when attacked by random 
cropping and by 10% improvement with Salt and Pepper attack. For the rest of the 
attacks, the average correct number of tiles recovered (NoT) and correct Sudoku key 
(CoK) are 75% and 100%, respectively.  The result indicates that the new layers of 
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redundancy improve detection of watermark. Furthermore, the binary metric (CoK) 
can be used to standardize evaluation of watermarking systems.  
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ABSTRAK 
 
 
 
Pada masa kini, pereka bentuk sistem tera air terpaksa mendepani pelbagai serangan 
untuk membuang maklumat hakcipta daripada sesebuah imej yang telah ditera air. 
Kesan daripada serangan-serangan ini, sesebuah tera air boleh rosak dengan teruk dan 
kemungkinan tidak dapat dikesan lagi atau tera air itu boleh menjadi sangat bising 
sehingga tidak dapat digunakan sebagai bukti hakcipta. Banyak sistem tera air lebihan 
telah dicadangkan untuk mengatasi masalah ini.  Tetapi, sistem-sistem ini tidak 
direkabentuk dengan lebihan yang mencukupi untuk melindungi tera air, dan pengukur 
semasa tidak mengambil kira tera air bising dalam proses pengesahan hakcipta. 
Didalam tesis ini, lebihan tera air yang baru menggunakan sistem tera air Sudoku telah 
dicadangkan. Didalam sistem tera air Sudoku, beberapa salinan tera air akan 
dipecahkan kepada jubin-jubin kecil dan jubin-jubin ini dikaitkan dengan kekunci 
Sudoku yang tertentu. Jubin-jubin kecil ini pula akan dibahagikan kepada dua 
bahagian atau lebih dan disembunyikan didalam imej hos menggunakan skim-skim 
penanaman tera air yang berbeza yang akan saling melindungi tera air itu mengikut 
kekuatan skim masing-masing.  Semasa proses mendapatkan semula tera air, jubin-
jubin yang rosak akan ditukar semula kepada nombor-nombor Sudoku. Kesan 
daripada serangan tera air, sebahagian kecil nombor-nombor mungkin hilang. 
Walaubagaimana pun, oleh kerana nombor-nombor lain akan tetap terpelihara akibat 
penggunaan skim komposit, nombor-nombor Sudoku yang tidak lengkap akan dapat 
dihasilkan semula kepada kekunci penuh Sudoku menggunakan sebuah penyelesai 
Sudoku.  Penggunaan jubin, skema komposit dan penyelesai Sudoku secara kerjasama 
yang efektif telah membolehkan pengesahan tera air bagi tera air yang rosak dan tidak 
lengkap dapat dilakukan.  Menggunakan Sudoku klasik berkonfigurasi 9 × 9, kaedah 
yang dicadangkan telah dilaksanakan dan diuji dengan serangan Salt and Pepper, 
pemotongan, Gaussian, mampatan, Poisson, speckle, tapisan rendah dan tapisan tinggi  
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dan juga serangan contrast menggunakan imej-imej pengujian piawai yang biasa 
digunakan dalam penyelidikan tera air.  Kaedah ini didapati mampu meningkatkan 
pengesanan tera air sehingga 19% berbanding kaedah semasa apabila diserang oleh 
pemotongan rawak dan sehingga 10% apabila diserang oleh serangan Salt and Pepper. 
Untuk serangan-serangan lain yang tersenarai diatas, purata jumpaan semula jubin 
yang betul (NoT) dan purata kekunci yang betul (CoK) adalah tinggi iaitu pada tahap 
75% dan 100%, masing-masing. Keputusan ini menunjukkan penggunaan beberapa 
lapis lebihan didalam sistem tera air Sudoku dapat meningkatkan pengesanan tera air. 
Selain itu, metric perduaan (CoK) boleh digunakan untuk mempiawaikan penilaian 
sistem-sistem tera air.  
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CHAPTER 1 
 
 
INTRODUCTION 
 
1.1 Background 
 
The availability of broadband and smartphone technology has contributed 
significantly to the growth and transmission of digital information.  This availability 
and the introduction of social media applications have accelerated the popularity of 
communicating digital content over the Internet.  Digital content such as images, 
video, and audio have been revolutionized in a way that they can be easily captured, 
stored, transmitted, and manipulated. Some of these digital content is freely 
accessible via YouTube, Google Images, Flickr, blogs and websites. But these access 
channel also unfortunately provides virtually unprecedented opportunities to illegally 
use copyrighted material (Shivani et al., 2017).   
 A number of techniques can be used to protect a copyrighted document.  The 
first and probably the most common method of protecting a document is 
cryptography.  It is essentially a very well developed method with strong 
fundamentals and concepts that has evolved due to war needs.  Nowadays, business 
documents such as account records can be securely shared between a seller and a 
customer over the Internet.  For example, Choi et al. (2014) designed a framework 
with multiple security mechanisms that includes watermarking of government 
documents for secure sharing. Without appropriate key, an attacker cannot open the 
document even if they manage to capture the document during transit.  However, this 
protection of a document ends once it is decrypted.  For example, a person may 
purchase commercial images via a legal channel.  He will be given a key to open the 
images.  After decryption, the person can now copy and distribute these images as he 
wishes.   
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 Thus, a technology that can protect documents beyond decryption is needed.  
This requirement can be fulfilled by using a method called watermarking.  In this 
method, an image, for example, can be discretely inserted as a mark into an image, 
whether visibly or invisibly.  The mark can be some pertinent information that can be 
used to identify the owner of the image.  This mark could be logos or serial numbers.  
Therefore, digital watermarking is a great way to protect a document. The insertion 
or embedding of the watermark can be made in such a way that it cannot be easily 
removed via normal processing.   
 Besides watermarking documents, there are other application domains where 
watermarking has been successfully used.  For example, digital watermark has been 
used for wireless sensor network (Harjito et al., 2012), video (Gao et al., 2017), 
mobile application components (Ren et al., 2014), social media texts (Rizzo et al., 
2017), image electronic patience records (Sharma et al., 2017) and digital forensics 
(Fujiyoshi and Kiya, 2017). 
 Therefore, the idea of using a digital mark to detect and trace copyright 
violations has stimulated significant interests among engineers, scientists, lawyers, 
artists, and publishers, to name a few.  On the other hand, using signal processing 
techniques, adversaries have tried various methods in order to remove the watermark.  
As a result, the research in watermarking is primarily focused on achieving 
robustness with respect to variety of attacks like compression, image-processing 
operations, and cryptographic attacks.  Research in this field has become very active 
in recent years, and many techniques have been developed and improved to a great 
extend. 
 In the following sections, the working of a watermarking system and also the 
concept of redundancy in networking field are explained. 
 
1.2 A Watermarking System 
 
The term watermarking comes from the history of traditional paper making industry.  
In the industrial processing, a water-coated metal stamp is pressed unto a paper to 
expel the water, and the enhanced contrast between watermarked and non 
watermarked areas of the paper forms a certain pattern that is visible.  This is due to 
thickness or density changes in the pressed area.  Watermarking starts to be used in 
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the West by the paper industry in the late middle ages – estimated to be in the 13th 
century (Harris, 2017).  There is a clear record on the earliest usage of watermark 
including the names of paper brand and manufacturing mill (Harris, 2017).  Later, 
watermarking was used to certify the composition of paper.  Nowadays, watermark is 
used by many countries to protect their official documents, currencies, and postage 
stamps to make counterfeiting more difficult. 
 The digitation of our world has supplemented traditional watermarking with 
digital forms.  While paper watermarks were originally used to differentiate between 
different paper manufacturers, today’s digital watermarks have more widespread 
uses.  Stemming from the legal need to protect intellectual property of the creator 
from unauthorized usage, digital watermarking technology attempts to reinforce the 
copyright by embedding a digital message that can identify the original creator or the 
intended recipients.  Unauthorized usage is usually contained by using encryption. 
When encryption is broken, watermarking is essentially the remaining technology 
that is able to protect unencrypted multimedia content. 
 
 
Figure 1.1: A watermarking communication model (Cox et al., 2008). Plus sign 
means “added” and negative sign means “deduct”. 
 
Figure 1.1 shows a watermarking system consisting of a message, a cover image and 
a key to be supplied to the encoder, which essentially hides the message in a hiding 
channel of the cover image.  Using a decoder, the receiver will retrieve back the 
embedded watermark using the same key and the original cover image.  As much as 
the designer of a watermarking system tries to embed a watermark, an adversary may 
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also put efforts to remove the watermark.  An attacker may inject white noise to 
overwrite the embedded watermark.  In the case of digital image, a watermarked 
image can be put under several attacks like cropping, filtering, noise addition or 
geometric distortions to destroy the embedded watermark (Qassim et al., 2018). 
 Therefore, a watermarking system that can sustain these attacks is required.  
Watermarks designed to survive legitimate and everyday usage are referred to as 
robust watermarks (Cox et al., 2008; Qassim et al., 2018; Parah et al., 2015). In other 
words, if the embedded watermark remains detectable or retrievable under various 
attacks on the watermarked host, it is considered robust.  
 It is important to note the difference between robust watermarking and secure 
watermarking.  Robust watermarking is designed to survive probable range of 
processing that could remove a watermark, while secure watermarking is designed to 
survive all possible attacks (Cox et al., 2008; Qassim et al., 2018; Parah et al., 2015). 
In reality, there is no such thing as totally secure watermark that can survive all 
possible attacks.   
 
1.3 Network Redundancy 
 
Network redundancy is a mechanism in which alternative instances of network 
devices, equipment and communication mediums are installed within a network 
infrastructure (Oppenheimer, 2010). Its primary goal is to provide increased network 
availability in case of a network device or path failure. Such design provides reliable 
fail over mechanism to support a more robust infrastructure. 
 Network redundancy is usually implemented in enterprise network 
infrastructure to provide a redundant source of communication channels 
(Techopedia, 2018). This mechanism allows for quickly swapping of network 
operations onto redundant infrastructure in the event of unplanned network outages.  
Network redundancy is provided through the addition of alternate network paths, 
which are implemented through redundant standby routers and switches. When the 
primary path is not available, an alternate path can be instantly deployed to ensure 
continuity of network services. 
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 In the following section, the problem of “single point of failure” in 
watermarking is presented.  Borrowing from networking field, the solution to this 
problem lies in creating some form of redundancy in the process of watermarking. 
 
1.4 Problem Statement 
 
Traditional and recent direction of research in watermarking are mostly focused on 
developing a single hiding place that can sustain all types of common attacks.  
However, a hiding place reacts differently to different types of attacks. In this thesis, 
hiding scheme and hiding location can be used interchangeably.  Techniques like 
spread spectrum, embedding in perceptively significant coefficients, and attack 
reversal at the embedder and detector are all helpful to make the watermark more or 
less robust.  However, most techniques suffered from four significant weaknesses: 
 
i. Most watermarking techniques rely on a single hiding scheme (i.e. hiding 
location).  If this hiding scheme gets compromised, they would not have 
anywhere else to go to retrieve the watermark.  Obviously, this is unavoidable 
since researchers usually focus on a particular design to pacify the effects from 
a group of attacks. 
ii. Most watermarking techniques are relatively stronger against certain types of 
attacks but in compensation, weaker against other types of attacks. It is 
unlikely that there exists a scheme that is strong against all types of attacks 
(Qassim et al., 2017).   
iii.  An attacker does not need to know exactly how you arrange your watermark in 
a hiding place.  They may comb all possible spaces in the hiding area with 
destructive write ups once they figure out where the hiding area is. 
iv.  Most watermarking techniques determine proof of ownership by retrieving the 
embedded image.  If the mean square error (MSE) of this image is low 
(perhaps, below 10%), we say that it is “proven” that the host image has been 
marked by our method.  Such embedded image however can be noisy or simply 
vanished due to well-calculated attacks.  Besides, there is no specific 
watermark noise value that is considered acceptable among researchers.  This 
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makes comparison between different watermarking systems becomes 
inconclusive. 
  
Due to the above problems, relying on a single scheme to mark an image is a 
fundamentally weak approach. Having redundant copies distributed to different 
hiding locations may enhance the survivability of the watermark against various 
attacks.  Such redundancy must be designed to survive well-coordinated attacks on 
those hiding channels.  Under sizable attacks, it is generally safe to assume that some 
watermarks will get very noisy and may not be retrievable at all after an attack.   
 
1.5 Research Objectives 
 
 
The research aim is to improve the robustness of a watermarking system using a new 
form of watermark redundancy.  To support this aim, the objectives of this research 
are as follows: 
 
i.   To propose a new watermarking approach based on Sudoku numbered image 
tiles. 
ii.   To propose a Sudoku based composite scheme to enhance watermarking tiles 
survivability. 
iii.   To propose a reliable conversion technique from watermark tiles to Sudoku 
numbers using existing quality metrics and Associative Neural Networks. 
iv.   To implement a new watermarking approach that would enable the verification 
of proof of ownership using noisy or missing watermarks. 
v.   To compare the recoverability rate of the proposed approach with the existing 
approaches. 
 
1.6 Contributions 
 
This research contributes to the body of knowledge in the field of image 
watermarking in the following ways: 
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i.  A new type of watermark is proposed. The watermark is made of “Sudoku 
numbered image tiles.” These tiles virtually act as holders or hosts for Sudoku 
numbers.  In other words, the cover image hosts the tiles and the tiles host 
Sudoku numbers. The tiles can be viewed as first order watermarks; the 
Sudoku numbers on this tiles are second order watermarks. During retrieval 
process, the primary goal is to retrieve the Sudoku numbers, not the tiles. The 
advantage of this approach as compared to regular watermark is that the 
Sudoku numbers are still recoverable even though with varying level of noise 
affecting the tiles.  The tiles can take a larger range of noise intensity when 
attacked. Although the tiles can get damaged due to attacks, specific numbers 
associated with the tiles can still be retrieved from the noisy tiles using some 
convergence pattern algorithm like associative neural network (Hopfield 
Neural Network). As a result, the technique extends the overall recoverability 
of a watermark compared to the existing approach. 
ii.  An improved composite watermarking is proposed. Breaking a watermark into 
small pieces and distributing them over complementary defense planes (i.e. 
using different hiding schemes) help high recoverability of the watermark. As a 
note, multiple small watermarks have been earlier experimented by Lach et 
al.(1999), but for FPGA IP (field-programmable gate array intellectual 
property) domain. Furthermore, recent multiple watermarking systems have 
shown increased robustness (Bajaj, 2014; Gunjal and Mali, 2014; Jamali et al., 
2015; Cao et al.,2016). Watermarks are broken into smaller pieces and 
distributed via different hiding schemes into the cover media to ensure its 
survivability when attacked.   
iii. A new application of Sudoku to recover missing watermarks is proposed. Due 
to attacks, some watermark pieces are expected to be destroyed, while others 
will survive.  However, damaged watermark pieces can be reconstructed back 
from surviving pieces. This is possible due to the inherent redundancy in 
Sudoku numbers.  Incomplete watermarks can be reconstructed back from the 
remaining watermarks pieces, similar to filling up a partially filled Sudoku 
puzzle.  
iv.  A new binary metric to measure the performance of a watermarking system is 
proposed. The above contributions inadvertently lead to the discovery of a new 
performance metric which is solely based on the recoverability of a Sudoku 
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key from a watermarked image.  Existing verification metrics rely on the 
analog, inconclusive PSNR and MSE values. There are no “agreeable” 
thresholds as to these values among researcher. In contrast, the proposed metric 
evaluates the quality of a watermark to only 2 values– unsuccessful (0) or 
successful (1) recovery of the Sudoku key.  
 
1.7 Research Scope 
 
This study focuses on developing Sudoku watermarking using images. Other cover 
objects such as video and text are not covered.  Although other configurations are 
possible, the approach will be implemented and tested in 9 × 9 Sudoku configuration.  
Furthermore, the study does not propose any new scheme. It instead created a new 
approach to watermarking using existing schemes. A limited number of well known 
watermarking schemes are considered in the proposed approach, specifically when 
creating composite watermarking schemes.  A more comprehensive composition of 
watermarking schemes requires another study. 
 
1.8 Thesis Organisation 
 
This thesis is organised as follows: Chapter 2 discusses pertinent reviews of basic 
watermarking concepts, approaches and methods to achieve robustness, existing 
redundancy concepts, Sudoku and evaluations of a watermarking system.  Chapter 3 
explains the research methodology. Chapter 4 elaborates on the design of a Sudoku 
watermarking together with its mathematical preliminaries.  Chapter 5 presents 
experimental results and analysis using 9 × 9 Sudoku watermarking configuration.  
Finally, Chapter 6 concludes the achievement of the thesis objectives and its impact 
on the body of knowledge in watermarking research. 
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